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Web Services and Access Controll Policy.

¢+ Aggregation Web Services Model o

— A management server integrates several Web Services and their resources and
provides a common services interface for requesters.

— Ex. Travel agency Web Services.
Reguester Web Service

Management Server

~ 2.Check

1.Request
|/

Policy
-Auth+ (S, T, A)
-Auth- (S, T, A)

Problem : Access Control Policy may include conflicting policy.
Goal . Establish a static conflict detection method.
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Access Control Policies and Roles

+ Policies used for the Web Services O

— Authorization Policy
— Obligation Policy

— Action Composition Policy
— Chinese Wall Policy

— Separation of Duty Policy
— Time Constraint Policy

Constraint Policy

— Arrole is a named collection of privileges.
— Partial order relation is defined among roles.

s)Gl

(5;)Gest

(a) Subject Role Structure (b) Target Role Structure
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Basic Policy and Explicit Medality: Confiict

¢+ Authorization Policy 000
— Auth+ (S, T, A) /7 Auth- (S, T, A)

» A positive/negative authorization policy defines the action “A” that a subject role
“S” is permitted/prohibited to perform on a target role “T".

« Ex. Auth+ (Bronze 1, movie, play)
« Ex. Auth- (Gold, movie, play)

+ Obligation Policy

_ Obli+ (E, S, T, A) 7/ Obli- (E, S, T, A)

» A positive/negative obligation policy defines the action “A” that a subject role “S”
must/must not perform on a target role “T” when an event “E” occurs.

« Ex.Obli+ (Play, Guest, fillout, questionnaire)
« Ex.Obli- (Sunday, Guest, login, WebServices)

+ Explicit Modality Conflict
— Following three pairs of policies are defined as explicit modality conflict.
— Auth+ (S, T, A) /7 Auth- (S, T, A)
— Obli+ (E, S, T, A) /7 Obli- (E, S, T, A)
— Obli+ (E, S, T, A) / Auth- (5, T, A)
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Propagation Policy and Implicit Modality: Conflict

¢+ Propagation Policy

— Prop (Auth+]-, SRS|TRS, UP]DOWN)
A propagation policy defines how an authorization policy propagates
In accordance with the partial order of the role structures.

— Examples
= Prop (Auth-, S € SRS, DOWN) ..o,
- Auth-(52) T2, play) .

These two policies derives following policies.

e Auth-(S3, T2, play) /7 Auth-(54, T2, play)
e Auth-(S5, T2, play) /7 Auth-(S6, T2, play)
e Auth-(S7, T2, play)

¢ Implicit Modality Conflict

— Implicit Modality conflict is a modality conflict that occurs
between the explicitly defined authorization policies and an .-~

_ Examples: e Subject Role Structure : S
e Prop (Auth-=;"S & SRS, DOWN)

"
‘$
*

 Auth-(S2, T2, play)
e Auth+(S5,) T2, play)
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Constraint Pelicy and Constraint Conflict (1/2)

¢ Action Composition Policy
— Policies may be defined in terms of more than one action.

— Example:
ac(reserv_travel = reserv_airline A reserv_hotel)

— This action composition policy specifies that two actions
reserv_airline and reserv_hotel are needed to complete the
request reserv_travel .

¢ Constraint Conflict
— An action composition policy may lead to constraint conflict.

— Examples:
e ac(reserv_travel=reserv_airline/Areserv_hotel)
e Auth+ (Guest, TR, reserve_travel)

e Auth- (Guest, TR, reserve_hotel)
Action composition policy
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Constraint Pelicy and Constraint Conflict (2/2)

¢ Chinese Wall Policy
— CW (Subject, {T1, T2}, Action)

A Chinese wall policy defines two mutually exclusive target roles.

Ex. CW (Guest, {Bank A, Bank B}, view_account)

¢ Separation of Duty Policy
— SoD (Subject, Target, {Al, A2})

Bank A Bank B

mutually exclusive

A Separation of Duty policy defines two mutually exclusive actions.

Ex. SoD (Guest, Auction, {sell, buy})

¢ Constraint Conflict

— A Chinese wall policy and separation of duty policy may lead to constraint

conflict.
— Examples:
e CW (Guest, {Bank A, Bank B}, view_account)
e Auth+ (Guest, Bank A, view_account)
e Auth+ (Guest, Bank B, view _account)
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Formalization and the Free VVariable Tableaux

¢+ Access Control Policy Formalization

Policy
*Role Structures . STEP1:Formalization

*Authorization Policy _é’_ Policy
*Obligation Policy . W
*Propagation Policy
*Action Composition
Policy

*Chinese Wall Policy
sSeparation of Duty
Policy

*Time Constraint Policy

individual
policy

¢+ Free Variable Tableau:

Loqgic
LCESIC *First order Logic
individual
sentence JOTTT LTI
% :I'ableau g
""'STEP2

Conflict Detection

— Is the algorithm to detect an inconsistency of the set of sentences.

— 1s sound and complete method.
— has optimized implementations.

— can abduce helpful information to resolve a conflict.
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STEPZ: Access Control Policy: Formalization

¢ Authorization and Obligation Policy

C(Autlw(Sl, 11, Al)) ::V$(Em o P(813T1,A1))

C(ﬂuth—(Sl, 11, A1)) ::VSJ(Em — —1P(81?T1,A1))
C(Ubli{—(EhSl,T1,A1))::E1 — O(S1,T1?A1)
C(Dbli_(ElaSlelel))::El — R(Serlel)

+ “P” can be read as subject role S1 is permitted to carry out action Al on target role T1.
¢+ “O” can be read as S1 must carry out action Al on target role T1.

+ “R”can be read as S1 must not carry out action Al on target role T1.

¢+ “EX" can be read as an event Ex occurs.

¢+ Axioms
Ax1l : Vs, t,a(O(s,t,a) — P(s,t,a))
Ax2 : Vs, t,a(—(O(s,t,a) A R(s,t,a)))

+Ax1 is used to detect conflicts involving both authorization and obligation policies.

+Ax2 is used to detect conflicts between positive and negative obligation policies.
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STEP2: Explicit Modality: Confilict Detection

Obli+(E1,S1,T1,A1) > E, > O(5,T,,A)
Auth-(S1,T1,A1) > VX(E, - —P(S,,T;, A))
Ax1 > vs,t,a(O(s,t,a) > P(s,t,a))

/\

_'El C)(81’-|-1’ Ai)

Closed if /\
E, occurs
e

A—B is true either if A is
true or if B is true.

P(s1,tl1,al)

E Bl T
[Abductivej ] —P(5, T, A)
inference 1=1 /\
—0(s1,t1,al)
If all branches are closed, then the £l -
given sentences are conflicting. 1l Ti
al=A

conflicting policy if event E; occurs.

This result shows that Obli+ policy and Auth- policy become a
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STEPZ: Access Control Policy: Formalization

¢+ Propagation Policy
— There are 8 types of propagation policies.

prop1 : prop(Auth+,ReSRS,UP) prop2 : prop(Auth-,ReSRS,DOWN)
prop3 : prop(Auth+,ReSRS,DOWN) prop4 : prop(Auth-,ReSRS,UP)
prop5 : prop(Auth+,ReTRS,UP) prop6 : prop(Auth-,ReTRS,DOWN)

prop? : prop(Auth+,ReTRS,DOWN) prop8 : prop(Auth-,ReTRS,UP)

C(propl) = ((prop2) :=

Ve,y,z, a(P(x,y,a) N Hr(z,x) — P(z,y,a))
¢(prop3) = ((prop4) :=

Vr,y,z,a(P(x,y,a) N Hr(z,z) — P(z,y,a))
¢(prop5) = ((prop6) :=

Ve,y,z, a(P(x,y,a) N\ Hr(y, z) — P(x,z,a))
C(prop7) = ((prop8) :=

Vre,y,z, a(P(x,y,a) N Hr(z,y) — P(x,z,a))

where, Hi(X,y) means that x is a senior role of y.
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STEP2: Implicit Modality' Coenflict Detection

Arbitrary event|—
Subject Role Structuret—
Auth+(S5,T2,A1) >
Auth-(S2,T2,A1) >
Propagation Policy}—

E,
HR(SZ,S3), HR(S?,’Ss)""

VX(E, = P(Ss, T, A))

VX(E, = =P(S,,T,, A))
vx,y,z,a(P(x,y,a) AH;(z,x) > P(z,y,a))

/\

—P(x1,yl,al) v H,

(21, x1) P(z1, vyl al) Q

X1: 85 Zl: 83

yl=T, al=A

Abductive

inference —IP(XZ, y2, a2) V H R (22, X2) P(SZ ’TZ’ Al)

P(S,. T, A) ©

/\ (59 €

!
Abductive
inference

X2=05 72 o @ %
y2=T, a2=A Q

This result indicates that conflict is caused by the propagation {S2—S3—S5}
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STEPZ: Access Control Policy: Formalization

¢ Action composition Policy

C(Al — F(AZ-;' o aAﬂ))
L= V:B,y(P(I,y,Al)HF(P(I,y,Az), S ?P(I?y’A“)))
—Examples:

A1=A2 AA3 is translated into
Vxy (P(xy,Al) <>P(x,y,A2) A P(x,y,A3)

¢ Chinese Wall Policy
((cwl) :=Ve,y—(P(x,T1,y) AN P(z,Ts,y))

¢ Separation of Duty Policy
((sodl) :=Vz,y(—-(P(x,y, A1) N P(x,y, A2)))

Copyright (C) 2005 NTTDATA Corporation PM4W 17



STEPZ2: Constraint Conflict Detection

Arbitrary event - E, . Arbitrary event— E,
Auth+(S6,T,A2) — VX(E, = P(S;,T,A))) | Auth+(S1,T1,A1) 1> VX(E —>P(S, T, A))
Auth+(S6,T,A3) > VX(E, —> —P(S:,T,A;)) | Auth+(S1,T2,A1) - VX(E, - —P(S,,T,, A))
Auth-(S6,T,A4) = VX(E, — —P(S,,T,A,)) ew(*{T1,T2},*) >, y«(P(X, T, Y) AP(X T, )

A2=A3AA4 : /\
X V(P(X Y, A) <—>P(X Y, A) AP(X Y,
x1=1
P(x1,yLA,) —P(x1,y1, A) /\
POLYLA)  _p(xt, y1, A)v—P(xL, y1, A ) —E,, P(S,, T, A)
P(x1, vyl A,) _
—E,, —P(S.T,A) —-E; —P(S,T,A)
x2 =1 yl1=T 3 1 —P(x3,T,, y3) —P(x3,T,, y3)
Xl 5,
: k2 -5
y3=A
Conflict caused by an action Conflict caused by Chinese Wall
composition policy is detected. policy is detected.
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Computational Time for Conflict Detection

—o— Auth+/Auth- ——Obli+/Auth- —A—prop. —<—A1=A2vA3 —¥—C.W.
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Conclusions and! Euture work

¢ Conclusions

— We have presented an approach to statically detect a conflicting policy by
using the free variable tableaux.

— ltis realized by translating each access control policy into first order logic.

— The method can detect not only modality conflict but also constraint conflicts
all in a uniform way.

— Also it can provide helpful information to resolve the conflict by using
abductive inference.

— It has advantage that it can be applied to various policies written in different
policy definition languages.

¢ Future Work

— Extension

« We will consider the formalization of more complex policies such as delegation
policies.

— Implementation

* We will implement the approach and use it to develop a tool that detects
conflicting policies written in such as XACML or Ponder.
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